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Outline/Agenda

* What's this about / goal / intro

e Partl: where

— Architecture
— Drivers / WDM
— 10OMgr

— Dispatch / IRP /ioctl
— kmdf
 Part 2: what

device creation
working with the IOManager
Userland data and pointers
memory related bugs
Object handling bugs




What’s This Talk About ?

* Windows WDM drivers (some kmdf too ...)
— Implementation security

 Audience
— Auditors (what to look for)
— drivers developers (what not to do, and where to pay close attention)
— Curious people that like to poke around in driver internals

* Knowledge

— Some basic knowledge of Windows drivers (IRP’s, probing, capturing, ...)
appreciated (will quickly run through this stuff though).




Goal

Most of previous research focuses on exploitation

Focus often on windows kernel, not so much drivers

Focus often on one specific issue g
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Focus for this presentation is on finding and fixing issues
Driver issues, not so much issues in kernel itself
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— Although one does often apply to the other ! S -&F
Not one Issue. '
— Rapid-fire list of do’s and don’t.
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|OActive
Intro

This talk is an introduction into auditing and fixing windows driver code

Windows kernel is a huge complex beast
— Doesn’t make things easy on those tasked with writing drivers

Lots of obscure little things very few people seem to know about

— Scattered throughout presentations done in the past ~10 years
— Subtle hints on MSDN

* Some more explicit documented under the cloak of reliability
This including most driver developers ®

Some of them are not/badly documented

It’s all about the details (e.g. “does the IOmanager probe this buffer in that
particular instance ?”)






